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Abstract—Due to the random-like property and high sensitivity
for initial values and parameters, chaotic systems are usually
proposed as a solution to image encryption. In this study, the
authors introduce a new chaotic system called LS chaotic
system using the Logistic map and Sine map. It shows excellent
chaotic behaviors. Applying the new chaotic system, a novel
image encryption algorithm is also introduced based on the
substitution and permutation network structure. The
experimental results show that the proposed algorithm’s
excellent performance in image encryption. It can also be
applied to provide security for other multimedia.
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Owing to the development of communication technology,
it is so easy to get images through internet. Meanwhile, it
also gives an attacker or an illegal user an opportunity. Many
applications demand providing security to digital images and
videos, including medical image systems, cable TVs, and
personal online photograph albums. Encryption techniques
have been developed during the last decade [1-3].

Chaotic theory has been used in many research areas,
such as: physics, economics, biology, and philosophy [4]. It
has many useful and practical applications due to its
important properties, including the sensitivity to the initial
conditions and system parameters, the density of all periodic
points and topology transitivity [5]. These are satisfied with
the requirements of cryptography. Therefore, chaotic system
based image encryption algorithms have proposed in the past
few years [6, 7]. Unfortunately, it is possible to predict some
behaviors of a chaotic system under some circumstances and
may provide privileged services to an attacker by estimating
the parameters and initial values in a chaotic system based
image cipher [8-10].

In cryptography, after applying an algorithm to the image
information, no one can read the image except those
possessing special knowledge (security key). Such
manipulation process of the program is the so called image
encryption [11]. The result of the process is encrypted
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information. Mathematically, encryption algorithms are
usually written in a form of transformations defined in
equation (1):
€ = Ex(P) )

where P is the original information called the Plaintext, C
is the encrypted information called the Ciphertext, and K is
the secret key, which is always be a finite sequence of letters
or numbers set by the senders or receivers [12, 13].

In this paper, we introduced a new chaotic system called
LS chaotic system, which is derived from the Logistic map
and Sine map. Compared with the traditional
one-dimensional chaotic systems, the output sequence of the
LS chaotic system has excellent chaotic behaviors. Using
this property, we also introduce a novel image encryption
algorithm. Simulation results are given.

The remainder of this paper is organized as follows. In
the next section, a brief review of the Logistic Map and the
Sine Map will be given. Then, the new LS chaotic system
will be introduced and discussed in section III. And Section
IV will introduce the new image encryption algorithm using
the proposed LS chaotic system based on the structure of the
substitution and permutation network (SPN). The
experimental results will be shown and analyzed in Section
V. Section VI reaches a conclusion.

II.

In this section, we briefly review two traditional chaotic
maps, the Logistic map and the Sine map

BACKGROUND

1) Logistic Map

The Logistic map is a one-dimensional discrete chaotic
map widely used in different arrears. It uses a rational
number X, between 0 and 1 as an initial value and
generates a random sequence using the following rule,

Xepr =7 X(1-X)  (2)

where r is the control parameter, which ranges from [0, 4],
t is an iteration number, t =0,1,2,:--. The bifurcation
diagram of the Logistic map is shown in Figure 1 whileX, =
0.5. The control parameter r and the possible long-term



population values of the input X of the Logistic map are
shown on the horizontal and vertical axes respectively. As
can be seen, the Logistic map has chaotic behaviors
when r € [3.57,4] . The parameter r and the possible
long-term population values of the input X of the Logistic
map are shown on the horizontal axes and vertical axes
respectively.
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Figure 1.  Bifurcation diagram of the Logistic map.
2) Sine Map

The Sine map is also a traditional one-dimensional
chaotic map. It also uses X, between 0 and 1 as an initial
value, and generates the chaotic sequence according to
equation (3):

Xty1 = a-sin(wX,) 3)
where a € R is the control parameter, t is an iteration
number, t =0,1,2,-.

When the initial value of X is set to 0.5, the bifurcation
diagrams of the Sine map is shown in Figure 2. The control
parameter a is shown on the horizontal axis, while the
vertical axis shows the possible long-term population values
of the input X of the Sine map. The Sine map has chaotic
behaviors when a € [0.867, 1].
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Figure 2. Bifurcation diagrams of the Sine map.
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II1.

In this section, we introduce a new chaotic system called
the LS chaotic system.

Derived from the Logistic and Sine maps, the LS chaotic
system is defined in Equation (4).

Xiyq =a-sin[r-4a- X (1 —-Xp) (€))

where a is the parameter with the range [0, 1], t is an
iteration number, t = 0,1, 2, ---. The bifurcation diagram of
the new LS chaotic map is shown in Figure 3.
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Figure 3.  Bifurcation diagrams of the new LS chaotic system.

The bifurcation diagram shows that the new LS chaotic
system has good chaotic behaviors when a € [0.867, 1].

IV. NEW IMAGE ENCRYPTION ALGORITHM

To investigate the application of the LS chaotic system in
image processing, this section introduces a new image
encryption algorithm integrating the LS system with the SPN
structure.

To obtain both confusion and diffusion properties of the
cryptogram C from a given m X n plaintext image P, the
new encryption algorithm uses a N —round substitution and
permutation network (SPN) [14], The algorithm is described
below.

Stepl. Set the iteration value of N, parameter a and
seti = 1.

Give the initial value X;, of the i-th iteration.
Use equation (4) to generate the chaotic sequence
S; wheret =0,1,2,--, mxn—1.

According to the configuration of the encryption
algorithm to perform the
substitution to image pixels.
Step5.1fi < N, i =i+ 1 and go back to step 2.
Step6. End.

Step?.
Step3.

StepA4.
permutation  or

Finally, the cryptogram C can be obtained in the final
step. The new encrypt algorithm is shown in Figure 4.
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The permutation and substitution in the proposed
encryption algorithm are depend on the pre-configuration
before encrypt process. In this paper, we choose the first and
the last operations as the pixel permutation and all others as
the pixel substitution. Namely, the chaotic sequences S; and
Sy are used for the pixel permutation, S,,S3,:,Sy_, are
used for the pixel substitution. The detail operations are
illustrated as the following.

a) The encryption key

First, the parameter a, the iteration numbers N and the
initial value X, and the format coefficient F should be
defined. In order to apply different initial input values to
obtain the different output sequences of the LS chaotic
system. We define the initial values based on Equations

(5)-(D). o
Sum = z Z Dij

j=1i=1

)

K; = fshift([Sum]pqse s, 50) (6)

XiO = 0.001 x stanum(KilKizKig) (7)

where Sum is the sum of all pixel values in the input image,
fshift(q,t) is to circularly shift the sequence g with ¢
elements. [x]pqses denotes base 5 number of x .
str2num(y) is to transfer the char data type into numeral
type. The equations (6) and (7) ensure that all initial input

X, values vary within (0, 0.5) and different from each other.

Since the size of the given plaintext image P ism X n,
the length of output sequence generated by the LS chaotic
map should be mn. In other words, the length of the
generated chaotic sequence is equal to the length of the
given plaintext image.

b) Pixel Permutation
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For the pixel permutation process, we sort the chaotic
sequence by a permutation mapping P defined as equation
(8).

S =P )

In such a way, the pixel permutation is realized by using
the same mapping to the corresponding sequence as defined
in Equation (9).

P'=P(P)
¢) Pixel Substitution

€)

A new random like sequence $ is obtained via Equation

(10) for pixel substitution.

S =mod(|S-100,000],F) (10)
where F is called the format coefficient determined by the
format of given plaintext image, if the image is gray
F = 256. Mod denotes the module operator, | | denotes
the rounding function towards to zero. Then, the pixel
substitution was realized by using Equation (11).

C =mod(S+P,F) (11)
where P is the pixel values before substitution.

The final encrypted Ciphertext is obtained after all
permutation and substitution processes are accomplished.
The security key of the proposed image encryption algorithm
consists of four components, namely the parameter a,
iteration times N, initial input value of the LS chaotic system
X, and the format coefficient F. Because the possible
choices of these four components are sufficiently large, the
security key space of the prosed encryption algorithm is
large enough to resist brute-force attacks. The decryption
process is simply the reverse of the encryption process using
the same security key.

V.  EXPERIMENTAL RESULTS

This section provides the simulation results. In those
results, we set the security key as:a = 1,N = 9, F = 256.

Histogram analysis is one of direct methods, which can
evaluate the encryption quality [15, 16]. The experimental
results of the histogram analysis for the image encryption



using proposed algorithm are presented in Figure 5 and
Figure 6. Here we compare among the plaintext image, the
image after the first permutation and the final encrypted

image.

(b) ©

Figure 5. Experimental results by applying the new LS chaotic based
encryption algorithm on Peppers image. (a) Original Peppers image and its
histogram,; (b) Ciphertext image after the first pixel permutation and its
histogram,; (c) Cipher image after permutation and substitution and its
histogram.

(@)

(b)

Figure 6.  Experimental result by applying proposed encryption
algorithm on Elaine image. (a) Original Elaine image and its histogram; (b)
Encrypted Elaine image and its histogram; (c¢) Decrypted Elaine image and
its histogram.

It can be seen that there is no difference between the
histograms of the original and encrypted images after the
pixel permutation process even if they are visually
completely different as shown in Figure 5 (a) and (b)
respectively. This demonstrates that the pixel permutation
process does not change image pixel values. Only the pixel
positions have been changed according to the mapping
operator P. The histogram distributions of two cipher texts
in Figures 5(c) and 6(b) look like flat. This shows that the
substitution processes in the proposed encryption algorithm
scramble the pixel values to a balanced point. Figure 6(c)
illustrates the decryption process can completely reconstruct
the original image. Thus, the new encryption algorithm has
a good performance for image encryption.
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In this paper, a new chaotic system called LS chaotic
system has been introduced using two traditional one
dimensional chaotic maps: the Logistic map and Sine map.
By analyzing the bifurcation diagram of the new LS system,
the plot shows the system’s random-like property and high
sensitivity to initial values and parameters. All these
properties benefit to image encryption.

To apply the LS chaotic system to image encryption, this
paper has introduced a new image encryption algorithm
based the SPN structure. The simulation results show that the
LS chaotic system is suitable for image encryption.

The proposed encryption algorithm can be also applied to
secure communication and data encryption for other
multimedia.

CONCLUSIONS
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